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Executive Summary

Wellness wearables are playing a growing role in the lives of Canadians. Manufacturers of these devices and their 
associated apps are promising a future world of enhanced well-being by enabling users to keep track of and take 
action on their health and wellness goals. 

However, wellness wearables are distinct from other emerging technologies in that they directly connect to the 
body, generating a high volume of health-related information. They are also of increasing interest to stakeholders 
beyond consumers and are being applied in contexts where there are power asymmetries and potential misuses. 
Employers have been incorporating wellness wearables at work, making monitoring more intrusive and continuous. 
Insurers have also been keen to leverage the real-time data that these devices can generate about policyholders.

Despite these unique aspects of wellness wearables, there has been limited policy development in this area. 
Instead, these types of devices occupy a regulatory grey area. As neither medical devices nor low-stakes consumer 
products, wellness wearables are generally excluded from medical regulations and health privacy laws, and they 
are not sufficiently provided for under consumer privacy laws. Policymakers urgently need to collaborate with 
industry and civil society to address this gap and implement effective interventions for privacy. If left unaddressed, 
this will have profound implications as next generation wellness wearables establish even deeper connections to 
the body, with greater implications for privacy.

This report seeks to contribute to policy development by increasing understanding of privacy challenges and 
considerations for wellness wearables. It does so by focusing in on three main areas of risk: information risks, 
consent risks, and rights risks. These issues are then explored further through two use cases where the application 
of wellness wearables is growing and poses potential harms: workplace and insurance contexts.

Table E1: Summary of the privacy challenges of wellness wearables

Information risks Consent risks Rights risks

Continuous and sensitive information 
collection Limited awareness and understanding Facilitation of bias and discrimination

Data inferences and re-identification Poor policies and consent practices Compromising security and safety

Weak cybersecurity practices Data sharing and secondary uses Restriction of autonomy and contextual 
decision-making

The report also identifies several recommended action areas where government has the opportunity to 
implement interventions that address the privacy challenges of wellness wearables. As presented in Table 1, some 
recommendations target modernizing privacy protections for these devices and their applications in workplaces 
and insurance. Others focus on helping businesses adopt best privacy practices and on enabling consumers to 
make privacy choices. While these recommendations cannot eliminate all potential harms wellness wearables 
pose, they represent important steps to exercising privacy in this arena.

http://csagroup.org
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Table E2: Summary of recommended action areas to promote privacy

Modernizing privacy protections Helping businesses bolster privacy Promoting informed user choices

Create protections for consumer 
health-related information

Create standards and guidance for 
best practices

Require enhanced notice and consent 
mechanisms

Enhance and extend privacy 
protections to all employees

Change how businesses relate to 
regulators Encourage certification and labelling

Limit the use of wellness wearable data 
in insurance

Develop a pipeline of privacy 
professionals Promote digital literacy
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Introduction
From wristbands that track steps, to shirts that 
measure heart rates, to headbands that assess 
emotional states, Canadians are turning to wellness 
wearables to quantify, analyze, and act on their 
health and well-being. One in five Canadians aged 
35 to 49 owns a wearable device [1]. And the global 
fitness tracker market size is expected to grow; it 
was valued at around USD $18 billion in 2016 and is 
projected to reach USD $62 billion by 2023 [2]. The 
COVID-19 pandemic has only accelerated this trend, 
with consumers turning to wellness wearables and 
associated apps as gyms and other in-person fitness 
activities closed across the country [3]. 

Wellness wearable manufacturers claim their 
devices will empower users to take a proactive 
and personalized approach to health by increasing 
awareness and motivating behaviour change. It’s 
not just everyday consumers who have been keen to 
realize this promise. Policymakers, employers, and 
insurers alike are using wellness wearables to promote 
public health, conduct research, decrease costs, and 
improve efficiency. 

Wellness wearables, however, pose substantial 
privacy issues. These devices continuously, and often 
discreetly, track and analyze one of the most intimate 
sources of information – our bodies. This data is often 
more similar to personal health information than users 
realize and provides commercial entities with insight 
into aspects of our lives that have traditionally been 
restricted from view. In the age of wellness wearables, 

our health status and behaviours can be surveilled 
and leveraged to create profiles that turn a profit and 
impact our future opportunities. 

What’s more, Canada’s privacy protections offer 
users weak safeguards from these risks. While most 
Canadian jurisdictions have privacy legislation that 
specifically protects health information, wellness 
wearables generally fall outside the scope of these 
laws. They occupy a regulatory grey area as the line 
between medical devices and consumer products 
becomes increasingly blurred. 

About the Report	
This report addresses the policy gap by analyzing 
the privacy implications of wellness wearables and 
providing recommendations to promote privacy 
in this space. It explores two use cases where the 
privacy risks of wellness wearables are prevalent 
because of emerging popularity and power dynamics: 
workplaces and insurance. The report addresses 
privacy related to wellness wearables, rather than 
for stand-alone wellness apps without associated 
hardware, because of the distinct risks arising from 
pervasive and direct body surveillance. It is directed at 
policymakers concerned with the privacy challenges 
and opportunities posed by these devices. 

The report draws on a variety of research methods 
including a review of the academic and grey 
literature, environmental scans of industry practices 
and government approaches, three advisory panel 
workshops, and six research interviews. The advisory 

"While most Canadian jurisdictions have 
privacy legislation that specifically protects 
health information, wellness wearables 
generally fall outside the scope of these laws."
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panel workshops took place in Summer – Fall 2021 with 
members from leading universities and organizations. 
The interviews took place in Summer 2021 with key 
informants including researchers, a large workplace 
union, and business leaders in the wellness wearable 
space. The interviews were conducted using a semi-
structured format and on an on-background basis to 
allow informants to speak freely and openly. 

1 The Need to Focus on  
Wellness Wearables
Wellness wearables are a growing category of 
consumer devices worn on the body – from wristbands 
like Fitbit [4], to clothing like Hexoskin [5], to 
headbands like Muse [6]. These devices are part of the 
broader Internet of Things (IoT) and are marketed as 
helping wearers track their fitness and other metrics 
of well-being. They are equipped with sensors that 
capture data about users in real-time as they move 
through their daily lives [7]. This data is generally sent 
to an associated app [8], typically stored remotely 
in online databases, and brought back to the app 
for presentation. The devices and apps often apply 
algorithms that translate the data into insights that are 
meant to spur users to achieve their wellness goals [9]. 

While diverse in form, wellness wearables share 
characteristics that warrant particular attention 
from a privacy perspective. First, these devices 
collect, analyze, and share high volumes of sensitive 
information about the body. Second, wellness 
wearables and the information they generate are  
of growing interest to diverse actors for a wide  
range of purposes and applications.

1.1 Wellness Wearables Generate Distinct 
Information
Unlike other technologies, wellness wearables are 
uniquely connected to the body. As such, these  
devices are distinct in terms of the volume and type  
of information they can generate.

1.1.1 Volume of Information
Wellness wearables require massive quantities of 
information to function; data collection is central to 

their value [9]. They are specifically designed to be 
worn constantly by users, allowing them to gather 
even more data than some other IoT technologies 
and enabling round the clock generation of user data 
[10]. This pervasive and passive monitoring, along 
with active information disclosure in apps by users, 
generates an extremely high volume of information [11]. 

1.1.2 Type of Information
This data is particularly sensitive. Wellness wearables 
extend the abilities of stand-alone wellness apps by 
collecting information directly from the human body 
[12]. These devices sense biometric, physiological, 
and behavioural information about individuals that is 
similar, or sometimes identical, to data from medical 
devices [13], [14]. As shown in Figure 1, wellness 
wearables use various sensors to generate this health-
related information. For example, accelerometers are 
used to track physical activity and thermometers are 
used to track fertility cycles [15]. Some wearables are 
even being used for “affective computing,” collecting 
cognitive data to analyze and sense emotional states, 
including indirectly through inferences [16], [17].

This type of health-related information has generally 
been considered highly sensitive, given the potential for 
discrimination, embarrassment, and other economic, 
social, or psychological harms if disclosed [18]. 
Research shows that people perceive technologies in 
contact with our bodies as “creepy,” a perception that is 
doubly the case for wearables and other technologies 
using psychological sensing [19]. Data about bodies is 
felt by many to be in a special class of sensitivity. Take, 
for instance, information about sexual activity. The 
wearable Fitbit previously allowed users to track this 
kind of health-related information. In its early days, the 
company made user profiles public by default, meaning 
that users’ profiles and recorded sexual activity could 
be found in Google Search results [20]. While the 
company has since changed this practice, the case 
demonstrates the privacy risks associated with health-
related information. Access to this type of data has 
typically been restricted to health care contexts, but 
wellness wearables are now bringing this information 
into the commercial space.

http://csagroup.org
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Figure 1: Examples of wellness wearables, adapted from Piwek et al. (2016) 

1.2 How Different Actors Use Wellness 
Wearables
Wellness wearables and the information these devices 
generate are of interest to many different stakeholders 
for different purposes.

1.2.1 Consumers
Wellness wearables are largely marketed for individual 
consumer use. By motivating behaviour change, these 
devices claim to help individuals proactively enhance 
their well-being [8]. However, evidence on their efficacy 
is mixed. There have been few studies on the long-
term impacts of using wellness wearables [15]. Results 
are also mixed for device accuracy; a 2020 study of 
consumer activity trackers found that while most 
devices measured steps accurately, there was variable 
accuracy for heart rate tracking and inaccuracy for 
calories burned [21]. 

1.2.2 Public Health Bodies, Researchers, and 
Organizations
In public health, wearables have been considered to 
help decrease costs and admissions into the healthcare 
system [22]. For example, wearables have been used 
by authorities during COVID-19 for activities such as 
quarantine monitoring and biometric surveillance [13]. 
In academia, wellness wearables are providing medical 

and health researchers with large quantities of health-
related data not readily available in laboratory settings 
[23]. For example, researchers have used Fitbit data  
to track recovery from COVID-19 and long-term  
effects [24]. 

1.2.3 Data Markets
In today’s data economy, the uniquely high volume  
of sensitive health-related information about the  
body that is generated by wellness wearables is 
valuable and can be monetized [25], [26]. Manufactures 
of these devices stand to benefit from leveraging users’ 
data as an asset, by selling it directly or selling de-
personalized aggregated insights to data brokers  
and other third parties. 

2 The Public Policy and  
Legislative Landscape
Wellness wearables occupy a regulatory grey area in 
Canada, with privacy protection gaps. Neither true 
medical devices, nor low-stakes consumer products, 
wellness wearables are not captured by Canada’s 
medical regulations and health privacy legislation, nor 
are many of their risks specifically addressed under 
consumer privacy law. Further, because data can move 
from Canadian consumers’ devices to companies and 
servers in the United States (US), American public 
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policy and legislation is also relevant. However, in  
the US, as in Canada, wellness wearables exist  
within a regulatory gap: they are not captured by 
medical device regulation, nor subject to specialized 
consumer protection.

2.1 Medical Device and Consumer 
Product Regulations
Canada has a robust regulatory regime overseeing 
medical devices. However, to be captured by Health 
Canada’s regulations under the Food and Drugs Act, 
a device must be intended to help diagnose or treat 
a specific medical condition [27]. The thrust of this 
regime is to ensure device safety, efficacy, and quality 
so that it doesn’t undermine a person’s treatment or 
diagnosis [28]. Although regulation doesn’t include 
detailed privacy rules, it does set clear cybersecurity 
standards that devices must meet [29]. Many of these 
types of medical devices also require a Canadian 
Medical Device License issued by Health Canada to be 
sold in the country [30]. More recently, Health Canada 
has created a new Digital Health Review Division to 
increase its pre-market review capacity for emerging 
digital health technologies, including those using 
platforms, smart phones, and wearable devices [31].

However, wellness wearables are not considered 
medical devices under federal regulation because their 
manufacturers do not make claims about their ability 
to treat or diagnose specific conditions [25]. Yet some 
devices — for example, those that measure heart rate 
or blood pressure — provide similar information to 
medical devices. Instead of being classified as medical 
devices, wellness wearables are subject to the Canada 
Consumer Product Safety Act [32], also administered 
by Health Canada, which applies more generally 
to all kinds of consumer products – from paint to 
toys. This legislation focuses more on the physical 
safety of products and has no specific regulations for 
cybersecurity, wearable devices, or IoT more broadly.

2.2 Health Privacy Legislation
Almost every province and territory has developed 
privacy legislation specifically concerned with 
protecting personal health information [33]. For 
example, Ontario has the Personal Health Information 
Protection Act (PHIPA) [34] and Alberta has the Health 
Information Act [35].

However, these provincial laws generally do not apply 
to personal use of wellness wearables. Health privacy 
legislation prescribes and limits how particular people 
and institutions can collect, keep, and handle health 
information. It is concerned with regulating specific 
actors within the healthcare system (e.g., medical 
practitioners) who are custodians of the data. Under 
this current-state, data from wellness wearables is only 
protected as personal health information when in the 
hands of a custodian. When the exact same information 
is outside the medical system — for example, on a 
personal device or app — provincial health privacy  
law does not apply. 

Research interviewees highlighted that many health 
privacy laws were designed in an era when only a 
handful of formal health authorities were collecting 
personal health information. Yet medical and medical-
adjacent information is now routinely created and 
handled by private actors. Policymakers have started 
to account for this in health privacy legislation. For 
instance, Ontario’s PHIPA has been amended to 
include a new class of actors: consumer electronic 
service providers. These entities are defined as 
providing electronic services to individuals that allow 
them to “access, use, disclose, modify, maintain or 
otherwise manage their records of personal health 
information” or “such other purposes as may be 
prescribed” [36]. 

While this amendment, not yet in force, was created 
within the context of giving Ontarians a right to 
access their personal health information records in an 
electronic format, via patient portals and health apps 
[37], its broad language may increase the scope to 
include any entity involved in a platform that allows 
for management of this type of information [38]. For 
instance, in an explanation of consumer electronic 
service providers, the Information and Privacy 
Commissioner of Ontario notes how “an individual 
might use a smartphone app to store information 
about their blood sugar levels” [39]. Because this new 
provision is not yet in force, regulations have not yet 
been developed to define scope nor requirements for 
this new class of providers. Until these are in place, 
it remains to be seen what the implications of this 
amendment are for consumer wellness wearables and 
their associated apps.

http://csagroup.org
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2.3 Consumer Privacy Legislation
While generally excluded from health privacy laws, 
wellness wearables do fall under federal and provincial 
consumer privacy legislation. Canada’s federal 
consumer privacy law, the Personal Information 
Protection and Electronic Documents Act (PIPEDA) 
[40], governs how wearable companies can collect, 
use, and disclose personal information. Some 
provinces including Alberta [41], British Columbia [42], 
and Quebec [43], also have private sector privacy 
laws that have been deemed substantially similar 
to PIPEDA. Within these jurisdictions, the provincial 
laws typically govern the private sector instead [44], 
including companies that develop and use wellness 
wearables. Of these statutes, Quebec’s has been 
recently reformed to align more with the leading 
international data protection law, the European Union’s 
(EUs) General Data Protection Regulation (GDPR) [45]. 
While these provincial privacy laws do apply in the 
wellness wearables context, the scope of this report 
will predominately focus on the federal legislation.

One of the basic mechanisms of PIPEDA is consent, 
giving individuals the right to accept or decline the 
collection, use, and disclosure of their data. However, 
meaningful consent can be hard to achieve under new 
business models and technologies like wearables [46]. 
PIPEDA offers some provision for enhanced protections 
related to “sensitive information”; organizations must 
protect personal information in a way proportional to 
the sensitivity of that information and seek express 
consent when the information is likely to be considered 
sensitive. However, the term “sensitive information” 
is not defined in legislation. While the Office of the 
Privacy Commissioner of Canada (OPC) has released 
guidance suggesting that health and biometric data 
are likely to be considered sensitive, it emphasizes that 
there is no “bright line” to delineate what is or is not 
sensitive [47]. It is not yet clear whether “health data” 
means data related to treatment and diagnosis, data 
collected by custodians, or the data from devices like 
wellness wearables.

The federal government has taken steps to design a 
replacement to PIPEDA that would react to the context 
of emerging technologies, including IoT devices like 
wellness wearables. Prior to the 2021 federal election, 
Bill C-11, the Digital Charter Implementation Act, 

2020, was before Parliament [48]. Bill C-11 aimed to 
replace PIPEDA with the proposed Consumer Privacy 
Protection Act (CPPA) and the Personal Information 
and Data Protection Tribunal Act. However, critics of 
Bill C-11, including the OPC, have argued that despite 
some strengths, in some ways it represented a step 
back for privacy protection [49]. Particularly relevant 
for wellness wearables, interviewees for this report 
and other scholars have highlighted that it still did not 
define sensitive information, meaningfully enhance 
transparency requirements around how data is used, or 
adequately address automated decision-making [50]. 
Moreover, Bill C-11 would have introduced a long list of 
exceptions to knowledge and consent requirements, 
including for business activities such as activity 
deemed necessary for the safety of a product [48]. 
What’s more, without knowledge of these exempted 
activities, it would be difficult to hold organizations 
accountable [51].

As new consumer privacy legislation may be 
considered in the future, there are further opportunities 
to modernize and enhance consumer privacy 
protections in Canada for the digital age. Later in this 
report, some recommendations are made on how next 
generation privacy legislation might be designed to 
consider the risks of wellness wearables.

2.4 American Public Policy and Law
While Canadian law and policy govern how companies 
interact with Canadian consumers, in practice the 
data from wellness wearables is often controlled by 
American companies and stored in the US [52]. Most 
popular wellness wearables in Canada, like Fitbit 
and Garmin, are produced by US-based companies. 
At the same time, many Canadian companies in the 
wearables industry are start-ups very likely to be 
acquired by American or international firms. [17]. 
When this happens, Canadian user data can be 
shared with new ownership without notification or 
new consent from users [17]. While PIPEDA will apply 
to US-based companies where there is a real and 
substantial connection to Canadian consumers [53], 
investigating international complaints and enforcing 
orders can be difficult and complex. In this context, it is 
also important to consider the American public policy 
landscape.

http://csagroup.org


EXERCISING PRIVACY: POLICY OPTIONS FOR PRIVACY AND WELLNESS WEARABLES

12csagroup.org

In the US, there is also a privacy protection gap 
for wellness wearables and associated apps. Like 
its Canadian counterpart, the US Food and Drug 
Association does not treat wellness wearables as 
medical devices [54]. Likewise, American federal health 
privacy law only applies to certain types of entities, like 
medical facilities or insurance companies, rather than 
private firms that develop wellness wearables outside 
the traditional health system [22]. While the Federal 
Trade Commission has expressed concern about 
wearables and privacy, it has not provided regulatory 
guidance for data generated from these devices 
[55], [56]. The result is that American companies are 
generally fairly free to use sensitive data generated by 
wearables worn by Canadians. However, California 
has recently developed a modern consumer privacy 
law, the California Consumer Privacy Act [57], which 
has complicated the American privacy landscape and 
imposed stronger obligations on companies operating in 
that state, which includes many technology companies.

Models of Privacy
This report is about privacy and wellness wearables. 
Privacy, however, is not a neutral concept, and there 
are at least two leading approaches to considering 
what it means.

The individual approach focuses on a person’s rights 
to share or not share information about themselves. 
In this model, there is a line between the private and 
public spheres. In the public sphere people have little 
privacy. In the private sphere they have a great deal, 

and crucially, should be in control of who knows what 
about them. Consent is a key part of this approach: in 
this model people allow intrusions into their private 
sphere by trading their information in exchange for 
benefits. For the most part, Canadian law and policy 
rest on an individual approach to privacy, placing a 
high degree of importance on individual consent to 
share information or not. 

The other general model is the social approach. 
Instead of privacy being exercised by individuals 
making their own choices about what to share about 
themselves, in this model privacy is made — or violated 
— through social expectations. For example, a couple 
on a bench, in public, do not expect a stranger to sit 
next to them and listen to what they’re saying. The 
privacy they expect is not based on a distinction 
between the private and the public sphere, or their 
right to consent or not consent to someone sitting on 
the bench. It comes from the context of who is in their 
relationship and who is not. This privacy is also not 
individual: the couple have created privacy between 
them. This perspective is gaining importance and 
popularity [58]. 

This report does not advocate for one approach over 
the other. But policymakers and legislators should note 
that Canada’s privacy regime is not neutral, and instead 
must always rest on one or another normative model. 
In most cases, the status quo of this regime rests on 
the individual approach. This report considers the 
ways in which this does or does not reflect Canadian 
consumer’s interests in respect of wellness wearables.

“Policymakers and legislators should note 
that Canada’s privacy regime is not neutral, 
and instead must always rest on one or 
another normative model.”
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3 The Privacy Challenges of 
Wellness Wearables
Until Canadian privacy law is reformed, the challenges 
to privacy posed by wellness wearables continues 
to grow, with consequences for users. The special 
characteristics of wellness wearables — the fact that 
they collect information about people’s bodies, and 
such a large quantity of it — create three types of 
challenges for users as shown in Table 1: information 
risks, consent risks, and rights risks.

3.1 Information Risks
The main value proposition of wellness wearables 
is that they enable individuals to collect, analyze, 
and share information about themselves easily and 
continuously. The more individuals measure and  
learn about themselves using wellness wearables,  
the more they provide information about their bodies  
to manufacturers, and sometimes third parties. 

3.1.1 Continuous and Sensitive Information 
Collection
As described above, wellness wearables are always 
on, enabling the constant collection of vast quantities 
of information about individuals. Constantly worn, 
constantly tracking, ubiquitous surveillance is a core 
feature of the devices’ functionality but is often invisible 
and unclear to everyday users [9]. These devices 
can sense and process information discreetly and in 
ways that are often hard for users to recognize and 
understand [14]. What’s more, wellness wearables are 
different from other IoT devices in that they collect 
health-related information directly from and concerning 
the body. Many wellness wearables also collect constant 

location information. Yet, this is not new — plenty of 
smartphone apps collect location data — this information 
poses special risks in that it can be tied to other data to 
reveal whom individuals meet and further information 
about their health status and activities [55], [59]. 

3.1.2 Data Inferences and Re-identification
Wellness wearables can create a detailed portrait 
of users beyond the information collected by the 
device. Analysis of wellness wearable data using 
artificial intelligence, especially when combined 
with information from other sensors, devices, and 
sources, can generate detailed inferences about users 
from seemingly innocuous information [60], [61]. For 
instance, even without GPS, location and movement 
patterns can be extracted from other sensors like 
accelerometers and gyroscopes [17]. These patterns 
can be used to draw conclusions about users’ 
emotional states like stress or anger [17]. 

The types of data collected add to the risk that 
anonymized information can be re-identified. For 
instance, sensory data like prolonged speaking and 
elevated stress can be used to infer public speaking 
[60]. This insight can then be combined with public 
information like records of university lectures to 
re-identify an individual wellness wearable user. 
Common techniques used to counter such re-
identification are hard to apply to the sensor data 
from wearables because of the distinct combinations 
of health attributes they measure [60], [61]. This is a 
privacy concern because users typically have a low 
understanding of the ways in which their raw data can 
be combined with other information, and the innovative 
ways in which that combination can change over time. 

Table 1: Summary of the privacy challenges of wellness wearables

Information risks Consent risks Rights risks

Continuous and sensitive information 
collection Limited awareness and understanding Facilitation of bias and discrimination

Data inferences and re-identification Poor policies and consent practices Compromising security and safety

Weak cybersecurity practices Data sharing and secondary uses Restriction of autonomy and contextual 
decision-making
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3.1.3 Weak Cybersecurity Practices
Wellness wearables and their associated apps are often 
insecure. These types of technologies may expose user 
data in several ways — from poor security practices of 
the device itself, the cloud where data is stored, and 
the connections between different IoT products [62]. 
For instance, a 2016 study on popular fitness trackers 
found that many of the most popular devices do not 
employ basic data transmission security practices 
and have other vulnerabilities that expose user data to 
surveillance or tampering by unauthorized third parties 
[59]. Similarly, a study on consumer smartwatches 
for children has shown that these devices have 
serious security flaws and can be easily hacked [63]. 
Researchers have found that some wearable devices 
like smartwatches can be exploited to crack Personal 
Identification Numbers (PINs) and passwords with 80% 
accuracy on the first try [64], [65]. Unlike the operating 
systems of computers and smartphones, wellness 
wearables are typically not designed to be constantly 
updated to fix security problems as they emerge once 
devices are released in the consumer market [61], [66]. 
Because they collect vast amounts of data from users, 
fitness tracker companies are attractive targets for 
government agencies and criminal organizations [67]. 

3.2 Consent Risks 
Notice and consent are key cornerstones of most 
privacy protection approaches in North America, and 
they form the bedrock of PIPEDA. The premise is that 
if consumers are provided with adequate information, 
they can make their own choices about their privacy 
and personal information [68]. Wellness wearables 
pose several challenges to the current consent 
paradigm — ranging from a lack of user awareness to 
constraints on choice, to unclear secondary uses of 
data. It may be that privacy legislation following this 
consent model is insufficient for wellness wearables, 
and perhaps today’s technology at large. 

3.2.1 Limited Awareness and Understanding 
Informed consent assumes users fully understand 
how their data will be used, shared, stored, and any 
associated risks. Research shows, however, that 
people who use wearables tend to have only partial 

understanding about privacy, its implications, and 
risks [69]. Wearables are intentionally designed to be 
unobtrusive and easily blend into the background, 
making users less attuned to the data being collected 
[70]. Unlike other IoT devices, many wellness 
wearables, such as shirts or jewelry, are screenless or 
lack an interface on the device, meaning some users 
are unclear about the extent of invisible data generated 
and some feel as though they do not need to be as 
concerned about their privacy [14], [71]. 

This potential for harm is compounded by the particular 
ways in which information about the body can be 
combined with other information to draw inferences. Not 
only do people have a low understanding of what data is 
being collected, they also do not understand how it can 
be used. Research suggests people are uncomfortable 
when they learn that that data from their fitness trackers, 
combined with other contextual information like the 
proximity of other people’s phones, can yield insights 
about things like who they are talking to and their 
emotional state [60]. These types of inferences are often 
central, rather than incidental, to the business models 
that undergird wellness wearables.

3.2.2 Poor Policies and Consent Practices
Because wellness wearables must be small enough 
to be worn comfortably, they often lack practical ways 
to display privacy notices on the device itself [72]. 
This means users have to find them in other places 
like the manufacturer’s website and as a result are 
even less likely to read them [72], [73]. The physical 
characteristics of wellness wearables exacerbate a 
problem common to IoT devices and wellness apps. 
A 2014 review of IoT devices found that none included 
privacy-related information or direction to a privacy 
policy located on either the box, packaging, or user 
guides [61]. Similarly, a 2013 study of health and fitness 
apps found that only 43% of free apps and 25% of paid 
apps analyzed provided a direct link to a privacy policy 
on the developer’s website, while the rest required 
users to locate this information themselves [74].

It is well documented that privacy policies in general 
do a poor job of setting the groundwork for consent. 
A 2019 review of 150 privacy policies found that most 
were “an incomprehensible disaster” [75]. For wellness 
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wearables, the OPC has found that “the privacy 
communications for many health and wellness devices 
[…] don’t adequately explain personal information 
collection, use and disclosure practices” [76]. 

What’s more, most privacy policies are written in 
all-or-nothing terms, where users are not given any 
granular options on how to modify their consent at 
a later point in time, meaning users must agree to all 
terms or else not use the device. Not using devices 
becomes harder as they become more prevalent, and, 
sometimes, engrained in relationships with employers 
and other institutions [22], an issue discussed in more 
detail below. It may also be hard to stop using wearable 
devices that have become a tool supporting healthy 
habits and represent months or years of time invested 
in tracking.

3.2.3 Data Sharing and Secondary Uses
Both the raw and analyzed data from wellness 
wearables and associated apps may be shared with 
or sold to third parties, whose identity is often not 
disclosed to users [77]. The market for this information 
is vast, as data is an increasingly valued commodity 
or asset [78]. Unlike most physical commodities, it 
is abundance rather then scarcity that gives data 
greater value. Even a “surplus” of data has enduring 
utility, as it forms the basis of inferences. Data from 
wellness wearables is particularly prized because 
the information they collect has not previously 
been commercialized or available to actors outside 
the health care system [25]. Parties interested in 
this information include data brokers, advertisers, 
insurers, pharmaceutical companies, employers, 
financial institutions, universities, and government 
[55]. Developers of wellness wearables and these 
third parties may use the data collected from devices 
in ways that are beyond the original stated purpose, 
creating new privacy threats users could not have 
considered when providing their consent [13], [79]. 

3.3 Risks to Other Rights
According to the UN Special Rapporteur on the 
Right to Privacy, the right to privacy enables “the 
free development and expression of an individual’s 
personality, identity and beliefs, and their ability to 

participate in political, economic, social and cultural 
life” [80]. While privacy concerns associated with 
wearables are tied to many human and civil rights, this 
report focuses on areas of anti-discrimination rights, 
rights to physical safety, and autonomy and decision-
making restrictions. 

3.3.1 Facilitation of Bias and Discrimination
As devices that collect a deep wealth of data and feed 
it into algorithms, wellness wearables are subject to 
the many pressing concerns around bias in artificial 
intelligence, including biased data and outcomes, 
and “black box” processes [81], [82]. Wellness 
wearables, however, pose unique problems for bias and 
discrimination. One aspect is bias in the way sensors 
work, and how people’s habits and indicators are 
interpreted. For example, Fitbits can register wheelchair 
users’ movements, but warn that measurements may 
be inaccurate, and call these movements “steps” [83]. 
Other researchers have found that consumer wearable 
devices may also not be as accurate for people with 
darker skin tones [84]. This is a privacy issue partly 
because it means that, under the consent paradigm 
of privacy, some people are getting less benefits than 
they expect, while giving away the same information as 
others. The consent paradigm also requires knowing 
how one’s information will be used, which is difficult 
when technologies interpret it inaccurately. 

Privacy rights also protect people from discrimination 
based on their data. Wellness wearables generate huge 
amounts of information, which can easily be used for 
profiling and overt discrimination or discriminatory 
impacts. Because the data they collect relates to 
people’s physical capacities and habits, wellness 
wearables could be used to discriminate against 
people based on health status, medical condition, and 
disability or perceived disability [22]. This is most clear 
in contexts like employment or insurance, described in 
more detail below. 

3.3.2 Compromising Security and Safety
Wellness wearables can easily be misused to 
perpetrate intimate partner and gender-based 
violence, and enhanced privacy protections can act 
as a bulwark against this. Information about location, 
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physical activity, vital signs, or habits can be misused 
to threaten or harm users [85]. One key hallmark of 
intimate partner violence is tracking or managing 
the abused partner’s location, something wellness 
wearables can enable via associated GPS tracking 
technology. This can be misused by abusive partners to 
stalk, control, and monitor survivors’ movements. It can 
also create opportunities to assault people when they 
are likely to be alone. For example, Strava, a fitness app 
that can be connected to fitness trackers, previously 
made location heatmaps of users public by default [52]. 
This is a troubling fact when taken with reports that 
60% of women have been harassed on runs and 26% 
have been followed [86].

That same GPS data can also create threats to national 
security. For example, when Strava data was public by 
default, it was used to reveal the locations of secret 
military bases where staff were exercising [52]. Experts 
interviewed for this report raised concerns about 
detailed, and potentially embarrassing, location data 
leaving high ranking government officials open to 
blackmail from foreign operatives. Data from fitness 
trackers can also be used to draw inferences about 
sexual activity and infidelity, [87] which can also be 
used to exploit high ranking officials. While wellness 
wearables are far from the only devices to track GPS 
location, they are unique in that they are often meant 
to be worn at all times, including during sleep, which 
means the magnitude of data collected is an order 
higher than in other cases.

3.3.3 Restriction of Autonomy and Contextual 
Decision-making
As described above, there are different ways of 
understanding privacy. Wearables pose challenges 
for each model. On the one hand, in the individual 
approach, privacy can be about defining private 
spheres of life, to communicate and move through 
spaces freely, and to make autonomous choices 
without interference [88], [89]. The use of wellness 
wearables and other IoT products puts these other 
aspects of privacy at risk by breaking down the 
boundary between public and private spaces [90]. 
Because these devices are always on, they weaken 
people’s ability to maintain boundaries and ultimately 
choose when and where to be left alone [73].

According to the social approach, the right to privacy 
is not just about controlling personal information. It is 
also about the ability to make decisions about which 
way information should flow and what is appropriate 
to share in different situations [91]. But given that 
agreements between wearables manufacturers and 
users depend on blanket-consents, users are unable to 
guide the flow of their information to vary by context. 

This could have chilling effects on behaviour and 
open opportunities for consumer manipulation. For 
example, research interviewees raised concerns about 
the potential for law enforcement to use information 
from wellness wearables to locate and track individuals 
as they move through their private lives. Others 
have raised concerns about the potential of wellness 

“Because the data they collect relates to 
people’s physical capacities and habits, 
wellness wearables could be used to 
discriminate against people based on 
health status, medical condition, and 
disability or perceived disability.”
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wearables and the sensitive real-time data they 
collect to be used for hyper-personalized advertising, 
including advertising for products through push 
notifications on devices like armbands worn directly 
on the body [22]. This has potential implications for the 
ability of consumers to freely make choices.

4 Difficult Use Cases for  
Wellness Wearables
Wellness wearables can pose privacy challenges 
wherever they’re used. However, in particular contexts, 
these potential privacy intrusions can be exacerbated 
by existing power asymmetries, further entrenching 
these dynamics. For instance, wellness wearables 
are increasingly being used in workplaces and by 
insurance companies, situations where a) employees 
and consumers respectively have constraints on their 
bargaining power, and b) where the collection, use, 
and sharing of their sensitive information can lead 
to privacy harms. Policymakers should consider the 
special problems of wellness wearables in these  
use cases. 

4.1 Wellness Wearables in the Workplace
Workplace surveillance is nothing new – from time 
clocks to performance assessments, employers have 
long been keeping track of their workers. However, the 
use of technologies like wellness wearables is taking 
employee monitoring to unprecedented levels, enabling 
more continuous and intrusive kinds of tracking and 
analysis. Leading manufacturers are now actively 
targeting enterprises to bring wearables into the 
workplace in their efforts to expand beyond consumer 
markets [17]. Employer appetite for these types of 
technologies has only increased during COVID-19, with 
implications for privacy and other labour rights [92], [93]. 

4.1.1 Applications of Wellness Wearables  
in the Workplace
While wearables are being used in employment 
contexts for many different purposes, including as 
a means of enforcing the mechanics of physical 
distancing and assessing employee productivity, 
this report specifically focuses on wellness in the 

workplace. It assesses the privacy implications of 
two applications: corporate wellness programs and 
workplace health and safety programs.

Corporate Wellness Programs

Wellness wearables are increasingly a part of the 
corporate wellness landscape. Canadian organizations 
like BP Canada have already integrated these types of 
devices into their corporate wellness initiatives [94]. 
At the same time, companies dedicated to providing 
offerings for these types of workplace programs are 
emerging. For example, Canadian company Sprout 
Wellness Solutions offers Sprout At Work, a corporate 
health and wellness platform that includes health risk 
assessments using physical activity and wellness 
wearable data [95], [96].

While program approaches vary by workplace, a 
common model is having employees opt-in to a 
gamified, competitive program where groups work 
together and against other parts of the organization 
to “win” by some metric — most steps, most active 
minutes, etc. The objective could be fundraising for 
a cause or general workplace health promotion [97]. 
Some plans use data from wearables to incentivize 
change, rewarding employees with gift cards and 
discounts [70].

The potential benefits of wellness wearables include 
improved employee well-being and morale. Employers 
are meant to benefit in part because a healthy and 
active worker is assumed to be more productive and 
less likely to use sick leave [97]. Fitness trackers might 
also be adopted in group insurance plans, with a 
view to potentially reducing employer health benefit 
costs by improving well-being [98]. However, it is 
not clear whether these purported benefits actually 
flow from the use of wearables in corporate wellness 
plans. Research indicates that employees who opt-in 
to using corporate wellness plans in general tend to 
already be healthier, with lower medical expenditures, 
than those that do not opt-in [99]. At the same time, 
there is evidence that pervasive employee monitoring 
can negatively impact morale, including higher 
employee stress levels and diminished trust towards 
management [100].
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Workplace Health and Safety

Wearables are also used for health and safety in 
sectors where fatigue, proximity to dangerous 
equipment, or being unaccounted for on the jobsite 
can be work hazards. These types of devices include 
mining helmets that monitor ambient conditions 
and workers’ vitals [101], along with smart watches 
that track location and shut down machines when 
employees are in danger [102]. Wellness wearables 
have even been implemented to identify and track 
health conditions. For example, WHOOP Strap, 
a fitness tracker, was used to monitor over 5,000 
construction workers at Expo 2020 Dubai. It tracked 
cardiovascular health and sleep, including identifying 
workers who need to take precautions at work due to 
underlying conditions like heart-rate variability [103]. 
Similarly, corporations are looking to LifeSignals’ 
disposable skin patch, which has an integrated 
biosensor, to monitor employees for early signs of 
COVID-19 [103].

However, many of these wearable devices serve dual 
purposes. Not only are they used to help protect 
workers’ health and safety, but also to provide data to 
make them more productive. For example, the smart 
watch that shuts down dangerous machines can also 
be used to count how many steps workers need to do 
particular tasks [71]. These wearables allow employers 
to articulate, in minute detail, not only what workers 
must do, but also exactly how they should do it. 

4.1.2 Privacy Risks of Wellness Wearables in 
the Workplace
These applications of wellness wearables in the 
workplace challenge workers’ privacy. Employee 
privacy in Canada is already complex. It is governed by 
a patchwork of laws that offer more or less protection 
depending on the jurisdiction and workplace sector. 
For instance, PIPEDA applies to the federally regulated 
private sector workplaces [44], while substantially 
similar data protection legislation in Alberta [41], 
British Columbia [42], and Quebec [43], apply to 
respective provincial private sector jobs. At the same 
time, federal and provincial public sector privacy laws 
apply to government employees in their respective 
jurisdictions [104]. Unionized employees may receive 

distinct privacy protections as well, under collective 
agreements [105].

However, across these instruments, employers are 
generally provided with significant scope to monitor 
their employees, as long as it can be linked to 
legitimate business purposes [104]. Current legislation 
lacks specific provisions for electronic employee 
surveillance [106], and a framework to address 
emerging technologies like wearables that do not just 
track employees, but also use artificial intelligence (AI) 
and analytics to assess them [107]. Within this context, 
wellness wearables generate unique privacy risks to 
worker information, consent, and associated rights. 

Information Risks

Wellness wearables bring health-related data directly 
generated from workers’ bodies into the hands 
of employers [108]. Employers must follow strict 
rules when accessing this information from health 
information custodians [109], but these conditions do 
not apply to consumer and enterprise wearables at 
work. Even more, when employees are encouraged to 
track their steps and meet step goals, it’s predictable 
that they will wear devices at home and on the 
weekends, blurring distinctions between work and 
personal spaces [70]. This raises questions about 
how equipped employers are to keep-private and 
handle huge quantities of sensitive information about 
employees, collected both during and outside-of-work. 

Consent Risks

The collection, use, and sharing of personal information 
is generally subject to knowledge and consent 
requirements, with express consent for sensitive 
information [110]. However, there are different pressures 
in the workplace than in private life that impact 
consent. There is unequal power between employers 
and employees [106], meaning workers might not 
be making full and free choices regarding the use of 
wellness wearable devices at work. Employees may 
feel they have to consider not just their own desire to 
track fitness, for example, but also their desire to avoid 
any potential consequences of refusal [107]. What’s 
more, privacy statutes in Canada contain several 
exceptions to consent that might apply to wearables in 
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the workplace. For example, under many private sector 
privacy laws, consent is not required when the purpose 
is necessary to establish, manage, or terminate an 
employment relationship [106], [107].

There are limits on the extent to which employers can 
collect, use, and disclose the information collected 
by emerging technologies like wellness wearables 
[111]. Even with consent, employers can only collect 
information for purposes that a reasonable person 
would consider appropriate under the circumstances 
[104], [112], and more recent analysis has focused on 
whether the surveillance act itself is reasonable [113]. 
So, for instance, while the workplace environment 
and consent to company policies may diminish an 
employee’s reasonable expectation of privacy, it does 
not extinguish it. While this caveat is important, it is 
ambiguous, and it is not yet clear whether and under 
what circumstances it is reasonable for employers to 
gather information generated by wellness wearables in 
the workplace [17].

Rights Risks

In Canada, it is illegal to discriminate against 
employees based on several prohibited grounds, 
including disability [114]. This means that employers 
cannot legally leverage this data from wellness 
wearables for decisions like hiring, raises, etc. 
However, despite restrictions, wearable information 
could still potentially be used not just for wellness 
purposes but to discriminate and treat employees 
unfairly [100]. For instance, it is possible that wellness 
wearable information about healthy or unhealthy 
behaviour could lead to being promoted or demoted 
or fired [115]. Data could also be used to discriminate 
based on predictions or inferences about certain 
conditions, behaviour, or outcomes, like a worker’s 
potential pregnancy or their predicted risk of injury 
[71]. Protecting people’s privacy and setting limits 
on employers’ access to and use of information can 
prevent discrimination. 

Apart from discrimination, the use of wellness 
wearables at work generally gives employers access to 
information about employee’s whereabouts. This could 
further weaken workers’ negotiating powers [100]. 

For instance, wearables with GPS at work could have 
implications for collective bargaining, as employers 
could see which employees regularly attend union 
meetings [71], or who regularly meets in a workplace 
that is trying to unionize.

4.2 Wellness Wearables in Insurance
The insurance industry has historically collected 
information when on-boarding clients to make 
underwriting assessments. However, IoT technologies 
like wellness wearables are increasingly being 
integrated into service offerings, enabling more 
continuous and real-time data collection about 
policyholders — from home insurance that uses smart-
home devices to car insurance that uses sensors to 
monitor driving behaviour [116], [117]. This trend has 
been rapidly expanding into health and life insurance.

4.2.1 Applications of Wellness Wearables in 
Insurance
Traditional health and life insurance has typically 
been based on one-time data snapshots from self-
administered questionnaires, clinical exams, and 
medical information releases [118]. Once a premium is 
set, there is typically little a policyholder or the insurer 
can do to change it. However, emerging interactive 
health and life insurance products that integrate 
wellness wearable devices and associated apps are 
changing this dynamic. This report assesses the 
privacy implications of the use of wellness wearables  
in these new types of insurance products.

Wellness Wearables in Interactive Health and  
Life Insurance

Interactive health and life insurance targets both 
individuals and group benefit plans. These programs 
include wellness wearable devices and apps that 
enable the continuous collection of health-related 
information about users [55]. The data is then analyzed 
and informs ongoing assessments of policyholder 
well-being. This wellness monitoring is used to help 
incentivize healthier behaviours amongst customers, 
thereby reducing risk and potential costs to the insurer, 
through rewards like gift cards and discounts on 
premiums [55], [119]. 
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These types of interactive insurance policies have been 
most common in other jurisdictions like the US [100]. 
They also have greater implications in other countries 
have no publicly-funded health system. However, 
there is still a substantial market for private health and 
life insurance in Canada and the industry has been 
moving into the interactive space. For example, since 
2016 consumers at Manulife Financial can sign up 
for the organization’s Vitality Program, which enables 
members to track their health improvement efforts 
by inputting information into the program’s app or 
by synching it with a wellness wearable device [120]. 
Members earn points for these activities, and then use 
them for rewards [121] including an up to 10% discount 
on the annual cost of a policyholder’s insurance and 
gift cards, or special pricing for products [122], [123]. 

Using wellness wearables in insurance plans is often 
marketed as a “win-win,” with benefits for policyholders 
and insurers. Under this model, users have the 
opportunity to improve their health and well-being 
while earning rewards and discounts. Insurers then 
benefit by gaining a portfolio of clients who may be 
healthy and long-lived, therein decreasing costs of 
service provision [124]. Of course, these anticipated 
benefits may not be realized due to a number of 
issues, including the potential for inaccuracy of device 
readings, inequity in program design, and focus on only 
quantifiable aspects of health [125], [126]. 

We also heard from research interviewees that 
insurance companies can have additional motivations 
for these programs. For instance, they also benefit 
by building strong, ongoing relationships with clients 

through app-based wellness programs. There is also 
speculation on the future potential of continuous 
underwriting, wherein real-time data from wellness 
wearables could be used to drive dynamic adjustments 
to premiums based on policyholders’ health and 
behavioural changes throughout the life of the policy 
[127], [128]. This is not currently a reality in Canada 
when it comes to wellness wearables, and industry 
experts we talked to made it clear there is a hard 
division between wellness programs and underwriting. 

4.2.2 Privacy Risks of Wellness Wearables 
in Insurance
The use of wellness wearables in interactive health 
and life insurance policies can also create challenges 
for consumer privacy. Oversight of the industry is 
shared between federal and provincial jurisdictions, 
with a large majority of insurers in Canada regulated 
by the federal government [129], [130]. In terms of 
privacy then, insurance firms, like other commercial 
actors, are subject to PIPEDA and, where relevant, 
the substantially similar provincial consumer privacy 
laws [131]. While insurers are not custodians under 
provincial health privacy laws like Ontario’s PHIPA, 
these statutes contain provisions that apply to 
companies when they access health information 
from formal custodians. Additional protections are 
also provided under the Genetic Non-Discrimination 
Act, which prohibits requiring or sharing genetic test 
results as a precondition of insurance [132]. Within 
this context, wellness wearables still stand to generate 
unique privacy risks to policyholder and beneficiary 
information, consent, and associated rights.

“Wellness wearables enable insurers to 
access greater volumes of granular personal 
and health-related information about 
policyholders and beneficiaries than  
ever before.”
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Information Risks

Wellness wearables enable insurers to access greater 
volumes of granular personal and health-related 
information about policyholders and beneficiaries 
than ever before. By gathering this type of sensitive 
information directly from individuals, not formal 
medical information releases, these firms are able  
to bypass the laws and procedures in place that  
protect individuals when data is retrieved from  
health information custodians [25]. 

Policyholders may also not be aware of the extent 
to which their information is collected, how it can be 
used, and the types of inferences or insights that can 
be generated from their data. For instance, location 
tracking functions wellness wearables can suggest 
health conditions or lifestyle circumstances that 
users might not otherwise knowingly disclose to their 
insurance providers [55]. As above, it is clear some 
insurers create a division between wellness programs 
and underwriting. One best practice is to store the 
health data generated by wellness wearables and apps 
with outside partners, and limit insurers’ access to 
the general health status ranking of each policyholder 
and aggregate information about customer segments. 
This is currently a voluntary, rather than a legislatively 
required, division. 

Consent Risks

As it stands, interactive insurance policies and 
wearable use are voluntary. However, there is concern 
that these programs may become mandatory in the 
future or that in practice, users may have no real 
choice other than to participate as firms transition to 
these offerings [126]. For instance, John Hancock, a 
subsidiary of Manulife Financial and one of the oldest 
and largest insurers in the US, has already moved 
to offering interactive insurance policies only [133]. 
Additionally, there is concern that financial incentives 
such as discounts on premiums could become so 
large as to make non-participation in programs overly 
burdensome, undermining meaningful consent, 
although this is more of concern in the US where 
insurance takes the place of publicly funded healthcare. 

Another consent issue is the impossibility that data 
and insights generated by these devices could be 
sold to third parties like advertisers and used for 
secondary purposes [25]. In the context of group 
plans, there is also concern that information about 
employee beneficiaries might be disclosed to 
employers. However, even with user consent, insurers, 
like employers are still subject to the “reasonable 
person” test when it comes to the collection, use, 
or disclosure of personal information [131]. Further, 
interviewees from the insurance sector were emphatic 
that in current practice, Canadian employers have no 
way of accessing the personal information generated 
by wellness wearables under insurance company-
sponsored wellness programs. Rather, they have 
access to aggregate insights. This is not always the 
case in the US; employers in some cases have had 
access to detailed, identifiable worker information [115].  

Rights Risks

Insurers in Canada are provided with a number of 
exemptions from anti-discrimination legislation. For 
instance, under the Ontario Human Rights Code, 
insurance plans for employee groups with less than  
25 members may make distinctions based on disability, 
subject to certain conditions [134]. However, the use 
of wellness wearables in insurance has the potential 
to amplify bias and discrimination. The programs 
themselves may not be designed to be accessible to all 
users and individuals could be offered less favourable 
terms if they present an attribute that the insurer 
deems is a higher risk [133]. For instance, interviewees 
highlighted that reward programs may not account for 
different abilities and life events like pregnancy or injury. 

While programs using wellness wearables are 
presently rewards based, there is concern that they 
could become punitive in the future [125]. For instance, 
there is the potential that information could be used to 
raise, instead of discount, premiums for policyholders 
who do not meet targets or to establish a breach of 
contract [25]. This is already the case for policyholders 
that opt-in to usage-based auto insurance. While these 
programs first used data from sensors in vehicles to 
reward drivers for good behaviour, many now also 
include penalties for poor driving habits [135]. 
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5 Recommendations to  
Promote Privacy
The wellness wearable space has been rapidly 
changing. Industry is moving beyond small wrist 
worn devices to next generation wellness wearables 
like smart clothing and tattoos that create closer 
connections to our bodies, conduct more intimate 
surveillance, and use even more advanced algorithms 
[9]. Other developments are moving beyond wearable 
devices to even more intimate body technologies 
like embeddables and ingestibles [136]. However, 
Canadians are currently navigating these innovations 
without sufficient privacy protections in place. Urgent 
action is needed to close this gap and prepare for the 
future of wellness wearables and beyond. 

Government needs to work in collaboration with 
industry and civil society to address the emerging 
privacy challenges of these devices and their 
associated apps. A mix of complementary tools – from 
legislation and regulation to voluntary standards and 
certification to education and awareness campaigns 
– can be used. Table 2 outlines several recommend 
action areas where policymakers can promote 
privacy for Canadians using wellness wearables. 
Specifically, government should lay a strong foundation 
of modernized privacy protections accounting for 
the risks of these devices. At the same time, more 
targeted supports are needed to help businesses in the 
wearables space embed best privacy practices in their 
offerings and to give users the tools needed to make 
more informed and meaningful choices about their use.

Table 2: Summary of recommended action areas to promote privacy

Modernizing privacy protections Helping businesses bolster privacy Promoting informed user choices

Create protections for consumer 
health-related information

Create standards and guidance for 
best practices

Require enhanced notice and consent 
mechanisms

Enhance and extend privacy 
protections to all employees

Change how businesses relate to 
regulators Encourage certification and labelling

Limit the use of wellness wearable data 
in insurance

Develop a pipeline of privacy 
professionals Promote digital literacy

5.1 Modernizing Privacy Protections
As Canadian jurisdictions look to update privacy 
regimes, there is an opportunity to ensure that 
modernization responds to the health-related 
information generated by wellness wearables and the 
growing applications of these devices in workplace 
and insurance. Different approaches to strengthening 
privacy protections exist in these areas, from reforms 
under consumer privacy law, to amendments to 
sensitivity-specific legislation like health privacy law,  
to additions under sector-specific legislation.

5.1.1 Create Protections for Consumer  
Health-Related Information
Wellness wearables are designed to collect and 
analyze personal, health-related information. Yet, these 
devices typically fall outside of provincial health privacy 
laws, and the applicable consumer privacy laws do not 
sufficiently account for this type of information. The 
government should consider legislative amendments 
in these areas to create protections for health-related 
information from consumer products, such as wellness 
wearables and their associated apps.

Opportunities for Policymakers:

Adjust consumer privacy law to define sensitive 
health-related information and include inferences 

Consumer privacy legislation could be reformed to 
include provisions that account for the way in which 
wearables generate a high volume of health-related 
information in a commercial context. Specifically, a 

http://csagroup.org


EXERCISING PRIVACY: POLICY OPTIONS FOR PRIVACY AND WELLNESS WEARABLES

23csagroup.org

legislative definition of sensitive information, linked 
to enhanced privacy obligations could be created 
and include a non-exhaustive list of examples, such 
as the health-related data collected by wellness 
wearables [137]. This type of approach has been taken 
in the GDPR, which defines “data concerning health” 
and includes it as a special category of information 
attached to specific processing restrictions and 
obligations [138], [139]. Given that inferences from 
the data generated by wellness wearables can reveal 
further sensitive information and transform anonymized 
insights into personally identifiable information 
[140], consumer privacy legislation should also be 
amended to explicitly include inferences in examples 
of health-related data and in the definition of personal 
information. This approach would be similar to other 
jurisdictions such as in the US under the California 
Consumer Privacy Act [137].

Amend health privacy law to include commercial 
actors that collect health-related information 

There are opportunities under provincial health privacy 
laws to account for wellness wearables collecting 
health-related data. As previously noted, amendments 
to Ontario’s PHIPA have introduced provisions 
governing “consumer electronic service providers.” 
However, these provisions are not yet in force and 
regulations have not yet been developed to define 
scope nor requirements. While these provisions are 
meant to enable individuals to manage their health 
records using electronic services, this development 
may open the opportunity to bring wellness wearables, 
associated apps, and their applications in workplace 
and insurance contexts under health privacy laws. 
Other jurisdictions have also been considering 
amendments to health privacy legislation that would 
more generally cover consumer technologies outside 
health care. For instance, in California, a bill was 
introduced to expand the state’s Confidentiality of 
Medical Information Act to include consumer products, 
devices, commercial internet websites, online services, 
and mobile applications individuals use that directly or 
indirectly collect and transmit health information [141].

5.1.2 Enhance and Extend Privacy Protections 
to All Employees 
Electronic surveillance of employees is a growing 
issue in Canada, with the use of wellness wearables in 
the workplace as a contributing element of concern. 
However, consumer privacy laws do not account for the 
power imbalance between employers and employees 
when these technologies are used. At the same time, 
employment-specific legislation remains relatively 
silent on privacy issues. The government should 
consider amendments in these areas to enhance and 
extend protections for employees when wellness 
wearables are used at work.

Opportunities for Policymakers:

Develop consumer privacy law to enhance and 
extend protections to all workers

New or revised consumer privacy legislation could 
more evenly balance the privacy rights of employees 
with the legitimate business interests of employers in 
situations of electronic monitoring, including through 
wellness wearables. For instance, provisions allowing 
employers to collect, use, and disclose personal 
information without consent for purposes of managing 
an employment relationship could be removed [106]. 
Instead, a provision that explicitly classes workers as 
a vulnerable population not able to freely provide or 
withhold consent, and that calls for an assessment of 
proportionality, could be included [106]. In addition, 
while the OPC does offer guidance on the “reasonable 
person” provision that includes “inappropriate 
purposes or No-Go Zones” [112], legislative definitions 
of “electronic surveillance” and “unreasonable 
electronic surveillance” could be added with a non-
exhaustive list of examples [106]. Further to these 
types of changes, provincial governments without 
provincial consumer privacy legislation should also 
consider adopting these statutes to extend protection 
to employees who do not work in federally regulated 
sectors and are thus not covered by federal legislation. 
These new laws could be made substantially similar 
across jurisdictions to aid the harmonization of 
protections for all workers and to help simplify the 
privacy regime for private sector organizations [142].
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Create strong privacy provisions under employment 
and labour laws

Another potential avenue to providing stronger privacy 
protections for workers is via additions to employment 
and labour laws. Existing laws provide for workplace 
topics like compensation, yet remain relatively silent 
on privacy issues [106]. By updating the employment 
standards regime to include privacy and electronic 
monitoring, policymakers would be able to address 
privacy intrusions from the application of wellness 
wearables at work, such as in corporate wellness 
and health and safety programs [142], [143]. Bringing 
surveillance issues into the realm of employment law 
has been done in other jurisdictions. For example, 
in Australia the state of New South Wales has a 
Workplace Surveillance Act [144].

5.1.3 Limit the Use of Wellness Wearable  
Data in Insurance
Insurers in Canada already draw on a wealth of data 
about consumers to determine eligibility and premiums 
for health and life insurance policies. However, 
the possibility of new interactive policies that use 
wearables expand the magnitude and scope of this 

information, and the potential for further discriminatory 
practices. To address these issues, government should 
consider restricting how wellness wearable data can be 
used in insurance to prevent harms from arising.

Opportunities for Policymakers:

Adopt new legislation or regulations restricting the 
use of wellness wearable data

New legislation or regulation could limit how insurance 
companies can collect, use, disclose, and store data 
from wellness wearables. While insurers in Canada 
do not currently require wellness wearables use, 
have access granular wearable data, or use devices 
punitively, these types of privacy-promoting practices 
should be enshrined as requirements. Canada recently 
took a similar approach in the context of genetic 
information. Specifically, while the Canadian Life and 
Health Insurance Association had issued a Position 
Statement on limits to genetic testing [131], the 2017 
Genetic Non-discrimination Act explicitly made it 
illegal for insurers (as well as employers and other 
companies) to demand the results of genetic tests and 
deny service based on results [145].

General Consumer Privacy Reforms Applicable to Wellness Wearables  
and Other Technologies

In addition to the targeted suggestions, there are more general ways to improve federal consumer 
privacy legislation that would benefit both users of wellness wearables and users of other emerging 
technologies under new business models. 

Opportunities for Policymakers:

Adopt a Human Rights-Based Approach
Privacy legislation could adopt a human rights-based framework. This could include a provision that sets 
out the human rights basis of privacy protection, guiding the law’s interpretation and application [137], 
[146]. This would help extend the law beyond data protection to the broader individual right to privacy, 
associated rights, and the collective dimensions of privacy [146]–[148]. 
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Articulate Enhanced Data Subject Rights
Legislation could articulate enhanced data subject rights such as the right to reputation and the right to 
a meaningful explanation of automated decision-making [137], [149]. This would give positive obligations 
to companies and provide individuals with clarity [150]. Other legislation like the EU’s GDPR give 
individuals these expanded rights relating to their personal data [151], [152].

Mandate Privacy by Design 
Legislation should articulate a duty to apply Privacy by Design. This would place an obligation on 
organizations to ensure that privacy is baked into products and services from the start through technical 
measures, governance, and operations [46], [68]. Other legislation like the EU’s GDPR make “Data 
protection by design and by default” a legal obligation for data controllers [139].

Require Privacy Impact Assessments
Legislation should require privacy impact assessments for higher risk activities to mitigate harm, such as 
in the case of processing of sensitive health related data by wellness wearables. The EU’s GDPR require 
entities to conduct a Data Protection Impact Assessment (DPIA) if processing is likely to lead to high 
risk for the rights and freedoms of persons [139]. 

Account for Cross-Border Data Flows
Legislation could include specific provisions that explicitly address trans-border data flows [153], 
and specify methods to help organizations ensure that “substantially the same protection of personal 
information” exists [137]. Other jurisdictions have these types of measures to protect personal data flows 
across borders including Quebec, the EU, New Zealand, and Australia [154]. 

Strengthen Review and Enforcement
Legislation could enhance the OPC’s ability to hold organizations accountable. This can include creating 
the authority to conduct proactive audits and order-making powers [137]. Order-making powers already 
have strong international precedent, including under the GDPR, and provincial authorities in Alberta, BC, 
and Quebec [149].

Provide Timely and Sufficient Penalties 
Legislation should provide timely and appropriate administrative monetary penalties for privacy 
violations to ensure that fines are effective and do not just become “the cost of doing business.”
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5.2 Helping Businesses Bolster Privacy
Interviewees for this report highlighted that meeting 
privacy requirements – or better yet, adopting leading 
practices – is hard for firms, especially those that lack 
resources or specialized knowledge. For example, 
smaller Canadian wellness wearable firms are less 
likely to have large legal teams or in-house expertise 
to rely on. To address these constraints and secure 
privacy for Canadians, policymakers need to create 
conditions and provide resources enabling businesses 
to meet their privacy obligations more easily, rather 
than shirk them. 

5.2.1 Create Standards and Guidance for  
Best Practices
Regulations, guidance documents, and best practice 
guides can be effective tools to help businesses step 
up in protecting people’s privacy rights. Although 
Canada already benefits from some of these 
resources, in particular the OPC’s Privacy Guidance for 
Manufacturers of Internet of Things Devices [155], even 
more specific guidance around wellness wearables 
and their associated apps would help target the special 
risks posed by these products and services. 

Opportunities for Policymakers:

Create a wellness wearable guidance document  
or code of practice 

The aim of these types of documents would be to 
provide specific, timely, and tailored advice or rules 
that operationalize legislated privacy requirements and 

industry best practices specific to the development 
and implementation of wellness wearables. These tools 
should apply to wellness wearables generally, and, more 
specifically, to particular applications as workplace or 
insurance. Guidance or codes of practice would be even 
more useful if Canada’s privacy legislation were revised 
with stronger protections in the near future. 

These resources could highlight what is new and 
different in the legislative environment, and how 
organizations should comply. Such a document could 
come from government, regulators, or alternatively, 
from industry. It could also be provided for within 
new legislation itself, taking a co-regulatory approach 
combining the accountability of government regulation 
and adaptability of industry self-regulation [156]. For 
instance, the previously proposed CPPA would have 
created a framework for organizations such as non-
profits or industry associations to apply to the OPC 
for approval of a code of practice that establishes 
compliance or better protections than provided for by 
the law at the level of implementation and practice [157].

Create standards for privacy and cybersecurity 

To complement and support the implementation of 
legislative requirements, policymakers could also 
encourage the development of standards specifically 
concerned with the privacy and cybersecurity of 
wellness wearables and associated apps. These 
standards would provide clear, testable, and credible 
requirements and help build trust that devices are 
fit and safe to use in particular contexts [158], [159]. 

“Policymakers need to create conditions and 
provide resources that enable businesses to 
meet their privacy obligations more easily, 
rather than to shirk them.”
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Standard development organizations already engage 
with tech manufacturers on issues surrounding 
security, safety, and hardware. They are well-placed 
to convene experts and stakeholders to develop 
foundations for privacy and security by design 
[160]. For example, the International Organization 
for Standardization (ISO) and the International 
Electrotechnical Commission (IEC) have created ISO/
IEC DIS 27400, an international standard on information 
security and privacy controls that helps mitigate the 
risks of IoT technologies broadly [161]. These types 
of standards could be made a requirement under 
privacy or consumer product regulation. For instance, 
in the US, the IoT Cybersecurity Improvement Act of 
2020 requires the National Institute of Standards and 
Technology to develop standards for the government’s 
use of IoT devices, including minimum requirements for 
information security [162].

5.2.2 Change How Businesses Relate to 
Regulators
Research interviewees noted that many private actors 
take an avoidance approach to regulators like the 
OPC. Companies may try earnestly to meet their 
privacy obligations, but they try to avoid scrutiny 
from regulators in equal measure. This dynamic does 
not serve consumers’ interests, and is especially 
dangerous in the context of wellness wearables, which 
involve the collection of large volumes of sensitive data. 
Policymakers could empower the federal and provincial 
privacy and information commissioners to expand 
their scopes of services and work more intimately with 
industry to ensure compliance. There are some leading 
practices to consider. 

Opportunities for Policymakers:

Empower privacy bodies to offer advance rulings or 
advisory opinions 

Policymakers could empower privacy regulators to 
provide technical interpretation, advanced rulings, 
and advisory opinions to help wearable manufacturers 
protect privacy in the first instance, rather than being 
sanctioned for failing to do so. Entities like the OPC 
have undertaken efforts to better relate to industry 
and offer guidance documents. However, these bodies 

are not resourced or organized to provide individual 
advice based on the realities manufacturers face. This 
needs to change. Already, advisory opinions are being 
considered in the context of modernizing the Privacy 
Act, Canada’s public sector privacy law [163]. These 
opinions, which can either be binding on regulators 
or not, are already in place in Canada’s lobbying, 
competition, and taxation oversight systems [164]. 
Advance rulings on privacy issues have a precedent 
in Canada. For instance, PEI’s Information and Privacy 
Commissioner is empowered to give advice and 
recommendations to public bodies seeking an opinion 
on their rights or duties under Prince Edward Island’s 
(PEIs) Freedom of Information and Protection of Privacy 
Act [163].

Consider a regulatory sandbox for wellness 
wearables 

Highlighted in the Department of Justice’s discussion 
paper on privacy act modernization [165], regulatory 
sandboxes are controlled periods of time where select 
businesses are invited to operate without the full 
force of regulation, while collaborating closely with a 
regulatory authority. They are appropriate in contexts 
where technology is disruptive and moving rapidly 
ahead of regulation, and where businesses are trying 
to innovate quickly, but are left uncertain how existing 
law applies to their work [166]. A hallmark of a good 
sandbox is strong collaboration and feedback that 
allows regulators to gather evidence of what needs to 
change in existing regulatory frameworks [167]. They 
benefit businesses because they offer direct feedback, 
guidance, and advice, while reducing regulatory 
uncertainty [168]. 

They benefit regulators and the public because they give 
regulators a close-up view of how innovating businesses 
operate and show areas of highest risk. Importantly, 
more exposure to the tough considerations and 
apparent gaps highlighted through this process can give 
regulators the deep understanding needed to protect 
the publics’ rights. Wellness wearables are a promising 
area for this kind of policymaking since the privacy risks 
that they pose are not sufficiently accounted for under 
the existing distinction between consumer privacy and 
health privacy regulation in Canada. 
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5.2.3 Develop a Pipeline of Privacy 
Professionals 
Privacy professionals like Privacy Officers provide 
organizations with the expertise needed to 
ensure compliance with legislative and regulatory 
requirements, and to promote best practices 
during design and deployment. There has been 
growing recognition of the important role that these 
professionals play in privacy protection regimes, with 
some countries adopting statutory requirements to 
encourage these positions within companies [169]. For 
instance, in Canada, PIPEDA requires organizations 
to designate an individual(s) responsible for data 
protection [40], while in the EU, the GDPR goes a step 
further and explicitly requires the appointment of Data 
Protection Officers in many instances [139]. However, 
companies face challenges finding suitable privacy 
professionals [169], and there is a lack of educational 
programs for these roles [170].

Opportunities for Policymakers:

Support specialized training and education 
programs for privacy professionals

To create a strong pipeline of privacy professionals 
that businesses like wellness wearable manufactures 
can draw from, policymakers should collaborate with 
industry and post-secondary institutions to create 
training and education programs designed specifically 
for these types of roles. Some associations and 
schools have started to develop and implement such 
programs, including the Privacy & Access Council 
of Canada’s Professional Certification [171], and 
Ryerson University’s Privacy, Access, and Information 
Management Certificate [172]. 

5.3 Promoting Informed User Choices
Canada’s current consumer privacy legislation rests 
on individuals making informed choices about what 
information they are willing to share and under what 
conditions, and then offering their consent to use a 
product or receive a service. But the consent model for 
protecting privacy comes from a time when consumers 
were making these decisions in the context of single, 
understandable transactions. Today, new technology 
and business models means that one-time consent 
doesn’t capture the reality of a networked world; 

exponentially more information is collected than before 
and often shared with a constellation of invisible 
players for multiple uses [68].

The experts we interviewed told us that today’s context 
and power dynamics between users and manufacturers 
are such that meaningful privacy cannot be achieved 
by focusing only on individual consent in the context 
of wellness wearables. However, while the onus for 
promoting privacy should be placed on industry, not 
users, efforts to enhance consent and choice for 
individuals should not be abandoned; this mechanism 
remains a critical tool in promoting autonomy and 
agency. Rather, efforts to promote individual choice and 
organizational accountability can evolve in tandem: 
there are ways to help wearable users have the 
knowledge and information they need to make more 
informed choices about technologies, even as those 
technologies are redesigned to better promote privacy. 

5.3.1 Require Enhanced Notice and Consent 
Mechanisms
Privacy policies are hard to get right because they 
have a constant tension between being complete 
and detailed for accuracy, and clear and simple for 
understandability. A balance of both is required for 
users to make real choices. When users face vague 
policies that they cannot understand, they may be less 
likely to object to the stated terms. To the extent that 
consent will remain a pillar of Canada’s privacy regime, 
policymakers can work with manufacturers to address 
these issues and help improve privacy notices and user 
agreements.

Opportunities for Policymakers:

Require privacy notices to be more useful and easier 
to understand 

Many different strategies can be used to make privacy 
policies and practices more meaningful to users. For 
instance, privacy notices should appear at relevant 
times. By offering choices about privacy options 
repeatedly and at different times — point of sale, or 
during device set up [173], or just-in-time (when data 
is about to be collected) or periodically during use 
[16] — manufacturers can give users the opportunity to 
re-engage with what they really want to share, rather 
than rely on a single, one-time grant of consent. To 
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ensure that individuals are not compelled to consent 
at these junctures, it is essential that users be able 
to refuse new conditions without losing access to 
the historical features they previously agreed to. In 
addition to timing, manufacturers should follow best 
practices in formatting to make privacy information 
accessible and appealing. “Layered” privacy policies, 
which can include pictograms or short videos, can 
supplement written policies to help users understand 
how their information is being used [68], [174]. 
Wellness wearables raise new possibilities in this area. 
For example, haptic technologies can transmit notices 
through touch such as vibrating to alert users when 
certain data is being shared [175].

Require privacy agreements and notices to be more 
dynamic and granular 

To combat the special privacy risks posed by wellness 
wearables, users need the chance to move past all-
or-nothing consent regimes and be able to consent 
to some, but not all, uses of their information. Users 
need to be able to set and revisit their baselines as 
opt-in or opt-out, across all or some categories [175]. 
This could mean opt-in consent for sharing information 
with third parties and enhanced consent for secondary 
uses (meaning not critical to the functioning of the 
device or app) [176]. Or it could mean clear and easy 
mechanisms for revoking consent and deleting data 
[176]. Such an approach would be in keeping with 
the requirements under GDPR that free consent must 
include consent to each purpose that information will 
be used for. To be most effective, these provisions 
could be supported by regular re-engagement, where 
organizations periodically notify individuals of how 
their data is being used, stored, and disclosed so users 
can reassess their privacy preferences.

5.3.2 Encourage Certification and Labelling
Experts interviewed for this report highlighted that 
it is untenable to expect consumers to dig deeply 
into all aspects of how their data is collected, used, 
and commercialized when it comes to wellness 
wearables, in part because people use many apps and 
devices at any given time. Certification and labelling 
can help address this issue by making it easier for 
users to identify best-in-class wellness wearables 

when it comes to promoting privacy. They also 
provide a competitive advantage for conscientious 
manufacturers, helping to incentivize stronger  
privacy practices. 

Opportunities for Policymakers:

Support certification and labelling

Policymakers can help in this space by facilitating 
the development of labels and certifications, as well 
as considering opportunities to adopt some of these 
in regulation. Certification and labelling are related 
practices that are often tied to standards, wherein 
product manufacturers either earn the right to show 
they comply with a set of rules, or agree to display 
certain information about the products. Labelling 
can be purely informational [158], such as privacy 
nutrition labels [177], which present the ways in 
which companies collect, use, and disclose personal 
information [178]. Other types of labelling include 
binary seals of approval or different grades [158]. Forms 
include industry self-regulation, third party accreditors, 
or even endorsement from privacy bodies. However, 
to be most effective and ensure privacy claims are 
accurate, accountability structures and assessment 
by independent intermediaries should be required for 
labelling and certification schemes [159]. For instance, 
the proposed CPPA would have enabled entities to 
apply to the OPC for approval of a certification program 
that could include specified privacy requirements, 
mechanisms to certify and audit compliance, and 
disciplinary measures for non-compliance [156].

5.3.3 Promote Digital Literacy
Digital literacy means having the skills knowledge and 
attitudes to access, use and evaluate digital information 
effectively [179]. This includes privacy management 
[180]. This literacy is foundational to navigating the 
privacy implications of wellness wearables. However, 
Canada lags behind other countries in promoting 
digital literacy [181]. Moreover, there is a digital 
divide within Canada, across geography and other 
intersecting dynamics like race, class, gender, and 
age [182]. The following methods would have to be 
developed to account for these intersecting dynamics 
to effectively help bolster Canadian digital literacy. 
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Opportunities for Policymakers:

Create a digital literacy strategy 

As part of Canada’s Innovation and Skills Plan, the 
federal government has launched a Digital Literacy 
Exchange program to teach digital literacy to 
Canadians seeking to join the digital economy [183]. 
By expanding this approach to a full digital literacy 
strategy, aiming beyond economic development, and 
including helping Canadians understand potential risks 
and exercise their privacy rights, federal policymakers 
can collaborate with provincial governments to improve 
users’ privacy in relation to wellness wearables.

Develop digital skills and privacy education for kids 

Canada’s Privacy Commissioner has endorsed 
international resolutions and joint letters supporting 
privacy education [184], [185]. To be most effective 
and support real choices, provincial governments and 
school boards could provide a robust digital literacy 
curriculum addressing privacy rights and risks in 
the wearables environment. This education should 
engrain an understanding of the digital environment, 
including its business models, uses of data and 
algorithms, and systems of governance [186]. This 
education can happen across formal education in 
schools [187] and through community organizations, 
to use existing networks to reach youth [188]. There 
are strong resources from which to draw, including 
MediaSmarts’ Digital Literacy Framework for Canadian 
Schools,[189] the Canadian Civil Liberties Education 
Trust’s educational programs and materials [190], and 
the OPC’s resources for teachers and tips for parents 
[191], [192]. 

Conclusion
Policymakers need to take concerted action to protect 
the privacy of Canadians who use wellness wearables. 
Always on, and ever-present, wellness wearables 
rely on unprecedented measuring and monitoring of 
intimate personal information. Because of this, they 
pose information, consent, and rights-based risks to 
people’s privacy. The troubling aspects of these privacy 
risks are especially clear in the workplace, where 
there are distinct power dynamics influencing why 
users adopt wellness wearables, and the insurance 
industry, where products and services could change 
dramatically based on information generated by 
wellness wearables. 

Securing privacy for Canadians who use wellness 
wearables will mean modernizing Canada’s privacy 
now. This modernization needs to account for both the 
unique volume of health-related information generated 
by wellness wearables, and the growing application of 
these devices in workplace and insurance contexts. It 
will also require policymakers to support businesses 
in meeting their obligations, through standards and 
guidance, new relationships with regulators, and a 
strong pipeline of privacy professionals. Policymakers 
can take further action to promote informed user 
choices by requiring improved notice and consent 
mechanisms from wellness wearable manufacturers, 
by encouraging certification and labelling, and by 
promoting digital literacy in Canada. 

Government must act now, collaborating with industry 
and civil society, to address existing problems 
and future-proof Canadians’ privacy rights. These 
technologies are ever-evolving, and it seems that a 
next generation of wellness wearables is always on 
the horizon. Careful work to protect privacy today can 
ensure that privacy becomes an integral feature, rather 
than an accessory, to wellness wearables devices. 
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